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MQC Configuration

About This Chapter

This chapter describes how to configure Modular QoS Command-Line Interface
(MQC). MQC enables you to configure certain rules to classify traffic and specify
an action for traffic of the same type. MQC configuration can implement
differentiated services.

1.1 Overview of MQC

1.2 Specifications of MQC

1.3 Licensing Requirements and Limitations for MQC
1.4 Configuring MQC

1.5 Maintaining MQC

1.1 Overview of MQC

Modular QoS Command-Line Interface (MQC) allows you to classify packets
based on packet characteristics and specify the same service for packets of the
same type. In this way, different types of packets can be provided differentiated
services.

As more services are deployed on a network, service deployment becomes
increasingly complex because traffic of different services or users requires different
services. Using MQC configuration, you can classify network traffic in a fine-
grained way and specify the services provided to different types of traffic
according to your needs. MQC enhances serviceability of your network.

MQC Entities
MQC involves three entities: traffic classifier, traffic behavior, and traffic policy.

e Traffic classifier
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A traffic classifier defines a group of matching rules to classify packets. Table

1-1 lists traffic classification rules.

Table 1-1 Traffic classification rules

Layer

Traffic Classification Rule

Layer 2

Destination MAC address
Source MAC address

VLAN ID in the tag of VLAN-tagged
packets

802.1p priority in the tag of VLAN-tagged
packets

VLAN ID in the inner tag of VLAN packets
802.1p priority in the inner tag of QinQ
packets

Protocol field in the Layer 2 header

EXP precedence in Multiprotocol Label
Switching (MPLS) packets
(ART1200&AR2200&AR3200&AR3600)

Discard Eligible (DE) value in Frame Relay
(FR) packets

Data Link Connection Identifier (DLCI) in
Frame Relay (FR) packets

Permanent virtual circuit (PVC)
information in ATM packets

Matching fields in access control list (ACL)
4000 to ACL 4999

Layer 3

Differentiated Services Code Point (DSCP)
priority in IP packets

IP precedence in IP packets

IP protocol type (IPv4 or IPv6)

RTP port number

TCP-flag in TCP packets

IPv4 packet length

QoS group in an IPSec policy

Matching fields in ACL 2000 to ACL 3999

Matching fields in ACL6 2000 to ACL6
3999

Others

All packets
Inbound interface
Outbound interface
SAC

User group
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The relationship between rules in a traffic classifier can be AND or OR. The
default relationship is OR.

- AND: If a traffic classifier contains ACL rules, a packet matches the traffic
classifier only when it matches one ACL rule and all the non-ACL rules. If
a traffic classifier does not contain ACL rules, a packet matches the traffic
classifier only when it matches all the rules in the classifier.

- OR: A packet matches a traffic classifier as long as it matches one of
rules.

Traffic behavior
A traffic behavior defines an action for packets of a specified type.
Traffic policy

A traffic policy binds traffic classifiers and traffic behaviors, and then actions
defined in traffic behaviors are taken for classified packets. As shown in
Figure 1-1, a traffic policy can be bound to multiple traffic classifiers and
traffic behaviors.

Figure 1-1 Multiple pairs of traffic classifiers and traffic behaviors in a traffic
policy

Traffic behavior b1
(priority re-marking,
redirection, packet
filtering)

Traffic policy »  Traffic classifier c1

Traffic behavior b2
(priority re-marking,
redirection, packet
filtering)

—»  Traffic classifier c2

Traffic behavior bn
(priority re-marking,
redirection, packet

— filtering)

Traffic classifier cn

MQC Configuration Process

Figure 1-2 outlines the MQC configuration process.

1.

Configure a traffic classifier. The traffic classifier defines a group of matching
rules to classify traffic and is the basis for differentiated services.

Configure a traffic behavior. The traffic behavior defines a flow control or
resource allocation action for packets matching the rules.
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3. Create a traffic policy and bind the traffic classifier to the traffic behavior in
the traffic policy.

4.  Apply the traffic policy to an interface or sub-interface.

Figure 1-2 MQC configuration process
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1.2 Specifications of MQC

Table 1-2 describes the specifications of MQC.

Table 1-2 Specifications of MQC

Item Specification

Maximum number of traffic classifiers | 1024

Maximum number of if-match rules in | 1024
a traffic classifier

Maximum number of traffic behaviors | 1024

Maximum number of traffic policies 1024

Maximum number of traffic classifiers | 1024
bound to a traffic policy

1.3 Licensing Requirements and Limitations for MQC

Involved Network Elements

Other network elements are not required.
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Licensing Requirements

MQC is a basic feature of a router and is not under license control.

Feature Limitations

Before defining matching rules based on application protocols, enable the SAC
function and load the signature file.

When the ACL rules in a traffic classifier match source IP addresses of packets,
you can use NAT pre-classification to implement differentiated services for
packets from different private IP addresses. To configure NAT pre-
classification, run the gos pre-nat command on an interface. Then private IP
addresses of packets can be used to classify packets on the outbound
interface.

When permit and other actions are configured in a traffic behavior, the
actions are performed in sequence. deny cannot be configured with other
actions. When deny is configured, other configured actions, except traffic
statistics collection and flow mirroring, do not take effect.

If you specify a packet filtering action for packets matching an ACL rule, the
system first checks the action defined in the ACL rule. If the ACL rule defines
permit, the action taken for the packets depends on whether deny or permit
is specified in the traffic behavior. If the ACL rule defines deny, the packets
are discarded regardless of whether deny or permit is configured in the
traffic behavior.

If a traffic behavior has remark 8021p, remark mpls-exp, or remark dscp
action but not remark local-precedence, the local priority of packets are
marked 0.

The NQA test instance that is associated with a redirection behavior must an
ICMP test instance. For details, see Configuring an ICMP Test Instance in the
Huawei AR Series Access Routers Configuration Guide - NQA Configuration.

Redirection is invalid for hop-by-hop IPv6 packets.

The device supports only redirection to 3G/LTE cellular and dialer interfaces.
When MPoEOA is used, the device does not support redirection to dialer
interfaces.

A traffic policy containing the following traffic behaviors can only be applied
to the outbound direction on a WAN interface:

- Traffic shaping

- Adaptive traffic shaping
- Congestion management
- Congestion avoidance

If a traffic classifier defines non-first-fragment, the device cannot apply CAR
to fragments sent to the device or collect statistics on the fragments.

When an MQC traffic policy is configured on a bridge, Layer 2 ACL rules
cannot be matched. That is, Layer 2 information such as source MAC
addresses, destination MAC addresses, Layer 2 protocol types, and VLANs
cannot be matched.
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(11 NOTE

e The 4GE-2S, 4ES2G-S, 4ES2GP-S, 9ES2 and 24ES2GP cards do not support MQC.
e The AR150, AR200, AR1200, AR3600 series, AR161F, AR161FG-L, AR161FGW-L, AR161FGW-

Lc, AR161FW, AR162F, AR168F, AR169F, AR169FVW, AR169JFVW-4B4S, ART69FGW-L,
AR161FW-P-M5, AR161F-DGP, AR161FGW-La, AR161FV-1P, AR168F-4P, AR169BF,
ART69FVW-8S, ART69FGVW-L, AR1220C, AR1220E, AR1220EV, AR1220EVW, AR1220-AC,
AR1220-DC, AR1220-8GE, AR1220F, AR1220L, AR1220V, AR1220W, AR1220VW, AR2204E-D,
AR2220E, AR2240C, AR2204, AR2204E, AR2220L-AC, and AR2220L-DC do not support Layer
2 MQC.

1.4 Configuring MQC

1.4.1 Configuring a Traffic Classifier

Context

Procedure

A traffic classifier classifies packets based on matching rules. Packets matching the
same traffic classifier are processed in the same way, which is the basis for
providing differentiated services.

Run system-view

The system view is displayed.

Run traffic classifier classifier-name [ operator { and | or } ]

A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.

- If a traffic classifier contains ACL rules, packets match the traffic classifier
only when they match one ACL rule and all the non-ACL rules.

- If a traffic classifier does not contain ACL rules, packets match the traffic
classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a traffic
classifier as long as packets match only one rule of the traffic classifier.

By default, the relationship between rules in a traffic classifier is OR.

Run the following commands as required.

Matching Rule Command
Outer VLAN ID if-match vlan-id start-vian-id [ to end-vian-id ]
Inner VLAN IDs in if-match cvlan-id start-vian-id [ to end-vian-id |

QinQ packets

802.1p priority in if-match 8021p 8027p-value &<1-8>
VLAN packets

Inner 802.1p priority in | if-match cvlan-8021p 8027p-value &<1-8>
QinQ packets
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Matching Rule

Command

EXP priority in MPLS
packets
(AR1200&AR2200&AR
3200&AR3600 series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dlci-
number ]

DE value in FR packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>

NOTE
If DSCP priority matching is configured in a traffic policy,
the SAE220 (WSIC) and SAE550 (XSIC) cards do not
support redirect ip-nexthop /p-address post-nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/ vci-number

RTP port number

if-match rtp start-port start-port-number end-
port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst | syn |
urg }”

Inbound interface

if-match inbound-interface /nterface-type
interface-number
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Matching Rule

Command

Outbound interface

if-match outbound-interface Cellular /nterface-
number:channel

ACL rule

if-match acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command on
an interface to configure NAT pre-classification. NAT
pre-classification enables the NAT-enabled device to
carry the private IP address before translation on the
outbound interface so that the NAT-enabled device
can classify IP packets based on private IP addresses
and provide differentiated services.

ACL6 rule

if-match ipv6 acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command on
an interface to configure NAT pre-classification. NAT
pre-classification enables the NAT-enabled device to
carry the private IP address before translation on the
outbound interface so that the NAT-enabled device
can classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-set
user-set-name ] [ time-range time-name ]
NOTE

Before defining a matching rule based on an application

protocol, enable Smart Application Control (SA) and
load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]

NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]

4. Run quit

Exit from the traffic classifier view.
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1.4.2 Configuring a Traffic Behavior

Pre-configuration Tasks
Before configuring a traffic behavior, configure link layer attributes of interfaces to
ensure that the interfaces work properly.

Context

The device supports actions including packet filtering, priority re-marking,
redirection, traffic policing, and traffic statistics collection.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed, or the view
of an existing traffic behavior is displayed.

Step 3 Define actions in the traffic behavior. You can configure multiple non-conflicting
actions in a traffic behavior.

Action Command

Packet deny | permit
filtering

Configure a remark qos-group gos-group-value
QoS group
that packets
belong to

remark 8021p 8027p-value
remark cvlan-8021p 8027p-value
remark dscp { dscp-name | dscp-value }

remark mpls-exp exp-value

Priority re- | (AR1200&AR2200&AR3200&AR3600 series)
marking by K fr-de Fr-de-val

remark local-precedence /ocal-precedence-value

NOTE
If a traffic behavior contains remark 8021p, remark mpls-exp, or
remark dscp, but not remark local-precedence, the device marks the
local priority of packets with 0.
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Action Command
Traffic car cir { cir-value | pct cir-percentage } [ pir { pir-value | pct pir-
policing by percentage } ] [ cbs cbs-value pbs pbs-value] [ share ] [ mode
MQC { color-blind | color-aware } ] [ green { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ] [ yellow { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ] [ red { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ]
NOTE
The ARTO0&AR120&AR150&AR160&AR200 series do not support
remark-mpls-exp exp-value.
Traffic gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
shaping by length gueuve-length ]
MQC
Adaptive gts adaptation-profile adaptation-profile-name
traffic
shaping by
MQC
Congestion queue af bandwidth { bandwidth | [ remaining ] pct
management | percentage }
by MQC queue ef bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }
queue llg bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }
queue wfq [ queue-number total-queue-number ]
queue-length { bytes bytes-value | packets packets-value }'
Congestion drop-profile drop-profile-name

avoidance by
MQC

Sampling of
NetStream
statistics by
MQC

ip netstream sampler { fix-packets packet-interval | fix-time
time-interval | random-packets packet-interval | random-time

time-interval } { multicast | rpf-failure | unicast }'
NOTE

e The device does not support sampling of NetStream statistics for IPv6

and MPLS packets, so traffic classification rules cannot contain IPv6

or MPLS.

e Layer 2 VE interfaces do not support this function.
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Action Command
Unicast PBR | redirect ip-nexthop /p-address [ vpn-instance vpn-instance-

name] [ track { nqa admin-name test-name | ip-route jp-
address { mask | mask-length } | interface interface-type
interface-number} ] [ post-nat ] [ discard ] [ sfc-nsh spi spi-
index si si-index ]
NOTE

If DSCP priority matching is configured in a traffic policy, the SAE220

(WSIC) and SAE550 (XSIC) cards do not support redirect ip-nexthop /jp-
address post-nat.

redirect ipv6-nexthop jpv6-address [ track { nqa nga-admin
nga-name | ipv6-route jpv6-address mask-length} ] [ discard ]

redirect interface /nterface-type interface-number [ track { nqa
admin-name test-name | ip-route /p-address { mask | mask-
length} [ weak ] | ipv6-route jpv6-address mask-length } ]

[ discard ]

redirect vpn-instance vpn-instance-name

NOTE
Layer 2 VE interfaces do not support this function.

redirect backup-nexthop /p-address [ vpn-instance vpn-
instance-name ]

Sub traffic

policy
binding

traffic-policy policy-name

Traffic
statistics

statistic enable

Configure
MQC to
implement
URL filtering

url-filter-profile profile-name

(11 NOTE

When an interface is added to a network bridge, the traffic behavior that is configured on the
interface in the inbound direction can only define the following actions:

e  Re-marking the 802.1p priority in VLAN packets.

e  Configuring MQC to implement traffic policing.

° Traffic statistics.

Step 4 Run quit

Exit from the traffic behavior view.

--—-End
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1.4.3 Configuring a Traffic Policy

Pre-configuration Tasks

Before configuring a traffic policy, complete the following tasks:

Procedure

Configure a traffic classifier.
Configure a traffic behavior.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the view
of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic policy.
Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

1.4.4 Applying a Traffic Policy

Pre-configuration Tasks

Before applying a traffic policy, complete the following tasks:

1.4.3 Configuring a Traffic Policy

Procedure

Apply the traffic policy to an interface.

a. Run system-view
The system view is displayed.

b. Run interface interface-type interface-number.subinterface-number ]
The interface view is displayed.

¢. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on the
interface.

By default, no traffic policy is applied to an interface.
Apply the traffic policy to an interzone.
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(11 NOTE

Only the ART00&AR120&AR150&AR160&AR200 series routers support this
configuration.

Run system-view

The system view is displayed.

Run firewall interzone zone-name?l zone-name2

An interzone is created and the interzone view is displayed.
By default, no interzone is created.

You must specify two existing zones for the interzone.

Run traffic-policy policy-name

The traffic policy is bound to the interzone.

By default, no traffic policy is bound to an interzone.

Apply the traffic policy to a BD.
(0 NOTE

Only the ART00&AR120&AR150&AR160&AR200&AR1200 series routers and the
AR2220E support this configuration.

Run system-view

The system view is displayed.

Run bridge-domain bd-id

A BD is created and the BD view is displayed.

By default, no BD is created.

Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.

By default, no traffic policy is applied to a BD.

Apply the traffic policy in the system view.

a.

Run system-view

The system view is displayed.

Run traffic-policy policy-name global bind interface { /interface-type
interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(1 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of MPLS
packets or applied to IPv6 packets. The remark mpls-exp action cannot be
configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global traffic
policy is applied, the traffic policies take effect according to the following rules:

e If the redirecting action is configured in both traffic policies, only the redirecting
behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-based
traffic policy and then the traffic behavior in the global traffic policy.
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1.4.5 Verifying the MQC Configuration

Procedure

e Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

e Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

e Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] ] command to check the traffic policy configuration.

e Run the display traffic-policy applied-record [ policy-name] command to
check the application record of a traffic policy.

1.5 Maintaining MQC

1.5.1 Displaying MQC Statistics

Context
MQC statistics are also traffic policy statistics. To check forwarded and discarded
packets on an interface or in a BD to which a traffic policy has been applied, you
can view traffic policy statistics.
To view traffic policy statistics, ensure that MQC and statistic enable have been
configured.

Procedure

e Run the display traffic policy statistics interface /interface-type interface-
number [ pvc vpi-number|vci-number | dlci dlic-number] { inbound |
outbound } [ verbose { classifier-base | rule-base } [ class classifier-name
[ son-class son-class-name] ] ] or display traffic policy statistics interface
virtual-template vi-number virtual-access va-number { inbound |
outbound } [ verbose { classifier-base | rule-base } [ class classifier-name
[ son-class son-class-name] ] ] command to check statistics on packets
matching a traffic policy that is applied to an interface.

e Run the display traffic policy statistics bridge-domain bd-/d{ inbound |
outbound } [ verbose { classifier-base | rule-base } [ class classifier-name
[ son-class son-class-name] ] ] command to check statistics on packets
matching a traffic policy that is applied to a BD.

L] NOTE
Only the ART00&AR120&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

e Run the display traffic policy statistics global [ verbose { classifier-base |
rule-base } [ class classifier-name [ son-class son-class-name] ] ] command
to check statistics on packets matching a global traffic policy.

--—-End
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1.5.2 Clearing MQC Statistics

MQC statistics are also traffic policy statistics. Before recollecting traffic policy
statistics on an interface or in a BD, clear existing packet statistics.

NOTICE

Traffic policy statistics cannot be restored after being cleared. Exercise caution
when you use this command.

Context
Procedure
[ ]
[ ]
[ ]

Run the reset traffic policy statistics interface /interface-type interface-
number [ pvc vpi-number/vci-number | dlci dlic-number] { inbound |
outbound } or reset traffic policy statistics interface virtual-template v¢-
number virtual-access va-number { inbound | outbound } command to clear
statistics on packets matching a traffic policy that is applied to an interface.

Run the reset traffic policy statistics bridge-domain bd-id { inbound |
outbound } command in the user view to clear statistics on packets matching
a traffic policy that is applied to a specified BD.

(1 NOTE

Only the ART00&AR120&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.
Run the reset traffic policy statistics global command in the user view to
clear statistics on packets matching a global traffic policy.

----End
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